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The metaverse aims to be the future of the internet
— a spatial, social internet experience that uses
existing and emerging technologies to seamlessly
blend physical and digital worlds. With recent
developments in generative artificial intelligence (Al),
metaverse creation and growth may expand. While
media announcements about Al and the metaverse
may compete for media attention, they are, in fact,
partners in this digital evolution.

The metaverse will act as a conduit to blend the
digital world with the physical world and transform
how people interact with information, others and
their surroundings. One of the central elements

in this advancement is “identity”.

In May 2022, the World Economic Forum launched
the Defining and Building the Metaverse Initiative,
which orchestrates an integrated approach to the
development and governance of the metaverse. The
initiative is divided into two workstreams: governance
and economic and social value creation. It seeks to
build a responsible, equitable, inclusive, diverse and
accessible metaverse through discussions with a
wide array of stakeholders.

This report is a continuation of the World Economic
Forum’s Defining and Building the Metaverse
Initiative. In collaboration with Accenture, previous
outputs from this initiative include:

Revolution Digital Technologies,

Dave Treat

Senior Managing Director,
Innovation, Incubation
Group Lead, Accenture

— Interoperability in the Metaverse

— Privacy and Safety in the Metaverse

— Demystifying the Consumer Metaverse

— Social Implications in the Metaverse

Exploring the Industrial Metaverse

In this report, the governance workstream
underscores the imperative for global collaboration
in forming a shared understanding of the
metaverse and metaverse identity. It aims to set
best practices that encourage innovation and
growth while safeguarding privacy and security.
Ignoring the evolving expectations of identity in
the metaverse could lead to repeating current
internet shortcomings.

To build a metaverse that is economically vibrant

as well as equitable, accessible and inclusive,
attention must be given to human rights, equality
and sustainability. The report draws on contributions
from a diverse global working group of over 150
experts across academia, international organizations,
civil society, government, technology and

business sectors.
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BOX 1

Executive summary

|dentity — encompassing representation,

data and identification —

will be a critical

component of the metaverse.

The metaverse, thought of as the future version
of the internet, continues to garner research,
development and investment interest around the
world. It has immense potential to reshape the
way individuals live, work and interact.

As the convergence of extended reality (XR)
technologies blur the boundaries between

physical and virtual worlds, it becomes imperative
to address the topic of “identity” to ensure an
inclusive, equitable, accessible, secure and privacy-
preserving metaverse. This report highlights the
role metaverse identity plays in designing human-
first experiences' and catalyses stakeholders to
navigate the complexities of metaverse identity.

Metaverse identity encompasses:

— Representation: including personal, social and
role identity, be it through avatars, pseudonyms
or other digital expressions

— Data: capturing the intricate web of knowledge
about individuals generated by metaverse-
supporting hardware and software

— Identification (ID): be it through driver’s
licences, government-issued IDs, passports,
birth certificates, attestations, labels,
or usernames and passwords.

These layers span human identities and the advent
of digital entities — avatars, virtual agents, digital
replicas and other assets that contribute to the
rich tapestry of metaverse inhabitants.

As people spend more time exploring, playing

and socializing in digital experiences, a person’s
metaverse identity will be central to their day-to-day
life as well as to the way they express their personal
identity. Education on what it is and how to use it
safely will be transformational.

Responsible innovation is key

With the next evolution of the internet, it will

be critical to confidently manage the connection
between physical humans, associated digital
identities and corresponding data. This is necessary
to protect individuals, manage content and safely

Given the broad socio-technical concept of
identity, the implications and insights within this
document are pertinent to a broader audience
beyond those who focus primarily on the construct
of digital ID. A multistakeholder, diverse group
must come together to navigate identity challenges
and sculpt a metaverse that is secure, beneficial
and equitable for all. Therefore, metaverse identity
requires ongoing input and collaboration from

key stakeholders, including:

— Design teams
— Academia

— Business leaders — in diverse fields ranging
from security, marketing and HR to strategy

— Government entities — such as
policy-makers and law enforcement

— Civil society and stakeholders from other
assorted backgrounds — such as standards
associations, etc.

While foundational elements of identity management
and the myriad of identity system archetypes? (e.g.
centralized, federated and decentralized systems)
and supporting technologies, such as blockchain,
remain relevant, this report goes beyond questions
of infrastructure and system management.

This report examines identity as a means of crafting
digital belonging and presence. By highlighting
identity considerations, responsible data practices
and inclusive design principles, this report aims to
support stakeholders in conversations about how to
navigate metaverse identity responsibly and ethically
across data, representation, ID and digital entities.

secure services. Responsible innovation is key to
bridging the physical and digital worlds in ways
that meets societal, legal and cultural needs
community by community.
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Introduction

Digital identification is expanded in the
metaverse through forms of representation,
new data types and digital entities.

Metaverse insight

The metaverse aims to be a spatial, social internet experience® that uses existing and
emerging technologies to seamlessly blend physical and digital worlds. It will enable
shared, persistent realities, transforming how people interact with information, others

and their surroundings.*

The metaverse has emerged as a vision for the
future of the internet — built on the current internet
and new spatial experiences.>¢ This report
discusses the importance of metaverse identity
and considerations that may set the foundation
for an inclusive, privacy-preserving next era of
the internet.”

Metaverse identity is an extension of identity
as it is known today — encompassing forms
of representation, data and identification (ID).
For example:

— Representation: Beyond static profile
pictures, users may adopt customizable digital
assets — such as avatars, augmented reality
(AR) filters and accessories — that reflect
various facets of their identity, whether that
be cultural attire, distinctive physical features
or abstract designs that symbolize personal
beliefs or affiliations. These presentations
will cover a spectrum of manifestations from
real-world appearance to entirely aspirational
or creative. These expressions may extend
to include words, actions, behaviours and
mannerisms. Stakeholders must understand
that representation is not limited to immersive
experiences, such as virtual reality (VR) and
platforms; representation blends physical and
digital worlds across traditional 2D screens
along with AR and mixed realities (MR).

— Data: Data points are capable of describing
identity. Paired with artificial intelligence
(Al)/machine learning (ML) models that can
analyse a person’s interactions, movements and
preferences further generates identity. Whether
these (inferred) data points are capturing a
person’s current activities, predicting their next
action or future preferences, these data-based
breadcrumbs provide information into one’s
identity. These attributes may influence the way
the virtual environment responds to an individual,
and outsiders perceive an individual or entity.

— ID: Similar to today’s traditional identification
systems — like passports and driver’s licences —
IDs may evolve to include unique avatar designs,
new body-based?® attestations or unique virtual
signatures that validate one’s existence and grant
access to specific realms or activities.

Metaverse identity extends beyond a tangible human
to include digital entities. These encompass a range
of entities ranging from simple text-based chatbots to
complex, human-like avatars and photo-realistic digital
doppelgangers — or digital replicas. Digital entities may
represent humans (i.e. via avatars®'9), systems (i.e. via
chatbots'"'?), objects (i.e. via digital twins'®'%) or other
abstract concepts'®'® and are capable of varying
degrees of interaction, autonomy and behaviour
within digital experiences. Digital entities will be an
enabling aspect of metaverse identity, facilitating

and augmenting digital interactions.
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FIGURE 1 | Pillars of metaverse identity

Pillars of metaverse identity

Identity types
Human Digital entity
e.g. an individual’s identity; e.g. avatars, chatbots, virtual
this may be manifested through agents, digital twins, etc.

Layers of identity a digital entity

Representation

Designing for inclusion, diversity and accessibility

BEIE]

Creating, collecting and processing “data about me”

|dentification
Managing identity and identifying oneself

Given the well-known global discussion The early development stage of the metaverse
regarding ID, digital ID'” and system archetypes presents a unique opportunity to prioritize building
(centralized, federated and decentralized) of identity a metaverse identity framework that champions
infrastructure, '® this report will: inclusivity, accessibility, equity, diversity and
sustainability while enabling security and innovation.
— Explore the above net-new facets of identity in To achieve this, stakeholders must learn from real-
the future internet, emphasizing the importance world identity conversations and the challenges of
of its multi-dimensional nature and its pivotal previous internet generations and go forward with
role in shaping the digital future purpose. Without these important conversations,
stakeholders risk revisiting the mistakes of current
— Conceptualize how metaverse identity can bring | online experiences — one that mirrors real-world
human-by-design'® and human-first?® design inequality, privacy concerns and security threats
requirements into the larger global conversation. | on a vast, nearly infinite digital canvas.
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i Metaverse identity

To navigate metaverse identity, stakeholders
must understand its ubiquity and impact on
digital interactions, vulnerable populations
and personal expression.

Metaverse Identity: Redefining Identity for a Blended Reality




1.1

1.2

1.2.1

Metaverse identity broadens “identity” as it is known
today and combines it with the digital underpinnings
of the internet. It is a multi-layered construct of

an individual or entity, including everything from
representation to data and identification.

Metaverse identity connects and anchors
a person to the physical and virtual world.

It is the foundation that privacy and security
measures protect; it is the building block that
enables recognition of the movement of money and
objects. As interactions and transactions become
more complex and diverse, a robust and adaptable
identity framework will become the bedrock upon
which digital trust,?" authenticity and metaverse
experiences are built.

A story about metaverse identity

Imagine a world where the boundaries between
the physical and digital realms blur and where this
scenario is commonplace.

Morning sun filters through the blinds as future-you
rises from bed. Your virtual assistant, sensing you're
awake, runs your pre-scripted morning wake-up
routine. The companion authenticates you — not
just from a password but from your unique voice
pattern. Once you are verified, it runs the routine
you've requested and reads out both your personal
schedule and your work calendar; then, it prioritizes,
summarizes and shares messages that were sent
to your work email overnight. This morning’s read-
out puts you in the right mindset to tackle an early
meeting in the office.

While prepping for your day, you put on your smart
glasses, and they display a message from your
mother. You consent to opening the messages,
and rather than her text showing, her digital avatar

Child insight

(a close likeness to her real self) appears beside
you in AR, relaying the message about a change
in dinner plans. Using your smart mirror —and Al
filters to make you more presentable so early in
the morning — you send a video reply. Meanwhile,
your virtual assistant updates your itinerary for the
evening and schedules an autonomous vehicle to
pick you up after work to drive you to dinner.

Throughout your day at the office, your smart
glasses serve a dual purpose. They bring the
work-from-home employees into the meeting
room to improve accessibility. Additionally,
when you speak with colleagues, real-time data
overlays provide context — real-time subtitles,
recent emails exchanged, upcoming shared events
or even mutual contacts — aiding in smoother
communication. All this is made possible
because your co-workers have given tiered
permission access as part of their professional
digital identities.

Metaverse identity choices made today will affect more than just adults;?? it will affect how
children’s information, and the information of other vulnerable groups, is processed.

In this near-future world, metaverse identity

may simplify, secure and personalize everyday
experiences.? It highlights that the movement of

a person’s identity — across digital and physical
spaces — makes identity central to the future of the
blended world.

The role of identity

Identity is foundational

The concept of identity is contextual, flexible,
complex and fluid. Individually answering the
question, “Who am I?” depends on a range of
factors, including items such as: when someone
asks the question, how one perceives themselves,
their membership to certain groups and how
others influence one’s self-perception.

With this frontier comes an essential question:

In an environment where the tangible and
intangible converge, how can stakeholders best
enable the management of data, representation
and identification while protecting individuals and
encouraging innovation?

The answer provided by the individual may differ
entirely from the one provided by a third party. For
example, whether it's members of one’s community or
an organization — each will have their own distinct view
of how they perceive an individual. This is because
the available information, or data, that they have will
influence their perception of the individual’'s identity.

Metaverse Identity: Redefining Identity for a Blended Reality 8



1.2.2

1.2.3

Metaverse insight

The metaverse offers a realm where identity is not just a concept, but a lived experience,
demanding a balance between self-expression and privacy protection.

Identity consists of layered aspects of cultural
heritage, ethnicity, age, professional and social
roles, hobbies, gender identification, sexual
orientation and much more. These elements
of identity can be sources of pride and self-
expression. Yet, these very same attributes

The ID gap

Forms of ID — such as passports and government
IDs — formalize an individual’s identity; additionally,
these can serve as credentials or means of
authenticating and verifying individuals across
physical and digital spaces.

While the metaverse may open new avenues
to formalize ID, stakeholders should remember

can become vulnerabilities in some contexts.
Possession, let alone revealing certain identity
facets, may invite bullying, harassment, stalking,
discrimination, prosecution, legal action, persecution,
grooming? or bias. This duality casts a spotlight

on the complexities of identity in the real world.

an often-overlooked challenge termed the
“identification gap”?® — or the number of individuals
who do not have a form of ID. This ID gap
underscores the importance of ensuring that, as
society progresses into the digital era, efforts are
made to be inclusive and mindful of those who,

by choice or circumstance, remain outside the
formal bounds of identification.

Metaverse identity is integral to future internet interactions

The lack of focus on identity may limit the social
experiences within digital worlds; it may also have
more serious consequences like unintentionally
and negatively extending hegemonic?” or
anthropomorphic?® norms to technology.
Improperly designed metaverse identities may:

— Negatively influence social mobility in physical
worlds, given the reliance economies have on
digital platforms

— Hinder mechanisms to identify privately and
securely, credential, authenticate and verify
an individual or digital human entity

— Improperly assign human-like qualities and
essence to technology, resulting in over-
trust and realization of harms ranging from
psychological to emotional.

Metaverse Identity: Redefining Identity for a Blended Reality 9



1.2.4

1.3

1.3.1

To build an inclusive, economically viable and
responsible metaverse, stakeholders should be
asking themselves:

1. How will metaverse identity be understood by
non-digital natives?

The opportunity

Stakeholders must understand and discuss identity
beyond the infrastructure foundations and system
archetypes that authenticate and manage credentials.

The metaverse presents an opportunity to recognize
the individual at the centre of these identity systems
through inclusive, accessible and equitable design.
The opportunity exists to define, redefine and
protect through:

— Managing representation: creating inclusive,
diverse digital presentation in a new medium —
inclusive of avatars or other digital assets — that
may mirror real-world aspects of identity or
embrace entirely new, imaginative forms

— Managing data through privacy-preserving
technologies and processes via:

— Improving consent mechanisms

Metaverse insight

2. How essential will the metaverse be to social
and economic engagement?

3. How is identity to be presented, perceived and
interoperate across different jurisdictions and
metaverse infrastructure models?

— Minimizing and selectively processing
collected identity information

— Increasing transparency regarding data
collection, data processing, the purposes for
which data will be used and implications of
consenting to data collection/processing

— Maintaining selective anonymity and/or ability
to control the disclosure of personal data

— Managing and facilitating ID associated
experience via:

— Credentials and wallets

— Connections between people and
digital assets

— Interactions between people and
digital entities

Building a responsible and inclusive metaverse demands a deep understanding of diverse
identity expectations and challenges across geographies.®

Designing the future of the metaverse requires
a nuanced approach to identity®® that necessitates
an inclusive dialogue spanning geographies,

ethnicities, gender and sectors to enable inclusivity,
diversity, equity and accessibility.

What is metaverse identity?

This report posits that metaverse identity refers
to the manifestation of identity across digital and

Who has a metaverse identity?

Metaverse insight

physical spaces; this encompasses expressions,

credentials, data attributes and digital entities.

Everyone has a metaverse identity due to the choices they make both on and offline.
It’s critical that identity holders and other stakeholders alike protect it with sensitivity.

Given that the metaverse is an extension of and an
evolution of today’s internet, it may be assumed that
anyone online today can have a metaverse identity.

Whether it's composed of a photo, a Facebook
profile, a Reddit account, a picture, an IP address, a
gamer tag, digital wallet address, or something else,
everyone online has a collection of digital crumbs
that accumulate to form a metaverse identity.

Metaverse Identity: Redefining Identity for a Blended Reality 10



Child insight

Metaverse identities may be linked back to a real-world self; as such, additional considerations
around privacy, safety and compliance is needed for the well-being of children and other

vulnerable populations.®!

Metaverse identity extends beyond possessi

preferences, movements, actions and decisi
made in digital realms — whether they be AR
MR, 2D webpages or something else.

1.3.2 | Speaking a common identity
Metaverse identity is composed of how
one presents themselves, the personas they
assume and the credentials they possess.
FIGURE 2 | Metaverse identity layers

avatar and encompasses an individual’s behaviours,

Given this potential traceability between an
individual’s identity in the digital world and their
“real-life” identity in the physical world, stakeholders

ng an

ons

, VR, should consider the tension between privacy,
safety, regulation® and individual identity choices.
language

Behind all these layers are the supporting
data points that capture the essence of
those expressions.

4 N\
Metaverse identity layers ~N
Ls Expression °
{ ———————————————— ~
| “Real world identity” “Digital identity” I
| Physical spaces Digital spaces |
|
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spaces) public spaces virtual public spaces
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(personal, industrial, My decisions in My decisions in
enterprise spaces) private spaces virtual private spaces
Tangible and Pri
Presentation intangible g\ézcy
physical attributes, “data about me” .
characteristics .
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8¢ Digital assets |
o @2 § associate with myself
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lportab|l|ty alr)d o s | Eesume and roles my digital shield, hide and/or
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(functional and
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*ldentity and access management
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1.3.3

Special attention is required

Child insight

As children craft their digital identities, they may inadvertently share sensitive information,
making them susceptible to various online risks.®® Digital intermediaries, agents and guardians

may offer a solution.

The importance of addressing privacy and
safety®* cannot be understated as individuals,
and particularly vulnerable individuals, start
onboarding to metaverse experiences.

Vulnerable populations — including children,
populations with limited technological proficiencies
or individuals with cognitive challenges affecting
decision-making abilities — have limited capacity
for discernment, which requires heightened
considerations for privacy and safety provided

by parents, platforms and regulators alike.

Vulnerable populations are more susceptible to
online risks. Recognizing this, the introduction

of both Al-driven and manually managed virtual
guardians®® — or specialized virtual assistants®® —
might offer a solution, acting as protective buffers.
This could help manage and oversee an individual’s
interactions, ensuring that their metaverse
experiences are enriching, privacy-preserving

and safe while navigating the intrinsic tension
between exploration and protection.

Metaverse Identity: Redefining Identity for a Blended Reality 12



Inferring identity
from data

New data types will identify users in new,
more subtle ways, requiring a new lexicon
and responsible data processing.
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2.2

Your metaverse identity generates data

Metaverse insight

Identity goes beyond ID, like a passport or driver’s licence. Metaverse identity includes

data points.*

Identity extends into the intricacies of an individual’'s
behaviours, actions and choices.

The way an individual speaks — for example, with
unique tonal inflexions or cultural idioms — can offer
insights into their background and upbringing.
Similarly, a person’s distinctive movements, whether
it’s the fluidity of their dance or the precision of their
basketball shots, tell tales of their experiences and
passions. Collectively, these attributes can generate
insights and inferred data.

Inferred data revolves around deriving insights

from information through pattern recognition within
data. Inferred data® is not new. This sophisticated
analytical process, now aided by AI/ML, can
examine seemingly unrelated behaviours, actions
and choices to draw meaningful conclusions about
a person’s preferences, background and intentions.

However, the new types of data available with the
rise of the metaverse and supporting technologies
will fundamentally shift the level of information
available regarding “data about me”.*

How metaverse identity data is processed matters

Statista expects that by 2025 nearly 181 zettabytes
of data will be created, captured, copied and
consumed worldwide.*® That is nearly a 1,075%

Metaverse insight

increase from 2015.4" Stakeholders must
consider and plan for the depth and breadth
of this data.

Use of AI/ML must adhere to responsible Al practices and principles including those relating
to human rights, transparency, human autonomy and non-discrimination.*

The implications of data and inferred data in the
identity space can present challenges. For example,
imagine a virtual world where individuals can
customize their experience. A platform or system may
track every customization choice and corresponding
data point an individual makes over time.

— While this data is collected to enhance the
person’s experience, it could also be analysed
to make inferences as to their real-world identity
or preferences and used for targeted advertising
or other purposes without their consent.*344

Metaverse insight

— Given that identity is contextual on circumstance,
these data points may be analysed without
context and incorrectly attribute insights.

— Asindividuals interact in virtual spaces, their
movements, speech patterns and other
behaviours generate data that could potentially
be wholly re-identifying.*®

This level of data aggregation and data processing
of identifiers*® and quasi-identifiers*” could enable
profiling people in ways individuals did not intend
or anticipate when onboarding to environments

or experiences.

Al/ML may curate or narrow one’s experience — either intentionally or unintentionally —

based on an individual’s perceived preferences.*®

While some initial existing and emerging regulation
and standards may start to address the privacy,
security and processing of this data, stakeholders
globally should consider the depth and scale of those
instruments to selectively limit and/or restrict data
processing for both profiling and re-identification.

As immersive technologies continue to advance,
stakeholders should consider how to balance
innovation with ethical data practices that respect
user privacy and autonomy.

Metaverse Identity: Redefining Identity for a Blended Reality 14



2.3

TABLE 1 | The value of data processing

With the rise of cloud storage, cloud computing
and Al/ML data can now be collected, stored and
processed in unprecedented ways, as noted in
global dialogue.**%°%" For example, a 2020 study
suggests that five minutes of VR tracking data
can produce “information that can identify a user
out of a pool of 511 people with an accuracy of

Al/ML’s role in inferred data

95.3%”, indicating the increasing privacy risks of
the metaverse’s growing data ecosystem.®?

However, while the availability and ease of access
to data captured via metaverse-supporting
technologies may seem ominous, it also
empowers individuals and organizations.

Individual value Business value

Individuals may use data to:

Track workout routines supported by smart fitness devices
capturing real-time data can help define fitness goals,
identify physical limitations and challenges — such as
balance issues — and modify workouts in real time to
create a safer workout.

Capture electroencephalography (EEG) data with external
sensors to detect an oncoming migraine and help the
individual proactively manage it.

Metaverse insight

and broader audience segments.

Businesses may use data to:

While these examples may initially seem mundane,
business executives, regulators, legislators,
law enforcement and society should invest in
understanding the power and implications of Al/ML
models and (inferred) data — especially as it offers a
deeper, more holistic view of both individual users

Offer recommendations based on behaviour and forms of
expression, going beyond today’s predictive analytics. For
example, the design choices an avatar gravitates towards
in virtual spaces might infer real-world fashion preferences
or socio-cultural affiliations to provide more personalized
experiences in both online and offline spaces.

Sample body-based data like pupil dilation, heart rate
and brainwaves in a concert setting via AR devices to
capture song reactions. Al may infer musical preferences
or emotional states during specific song segments to
make customized playlists.

Executives, regulators, legislators and society should invest in understanding the power and
implications of inferred data® — especially as it offers a deeper, more holistic view of both
individual users and broader audience segments.

Showcasing the power of inferred data, a research
study demonstrated that inferences using neural
data can identify and extract an individual’'s
sensitive information. Researchers at the University
of California, Berkeley have conducted studies®

in which they have inserted subliminal messaging
into gameplay to probe unconscious brains with
suggestion, resulting in successful identification

of personally identifiable information (Pll).5°

Metaverse Identity: Redefining Identity for a Blended Reality 15



2.4

New lexicon required to describe
metaverse identity

Growing Al/ML capabilities warrant that stakeholders
consider the need for an expanded privacy lexicon
— building on glossaries such as the one from the

(IAPP). Novel terminology may include:

Contextual and inferred personal information
(CIPI): The acknowledgement that an individual’s
identity is exhibited beyond explicitly provided
data points. Instead, an individual’s identity is
additionally represented by a complex array of
behavioural, preferential, and (inferential) data
points. Additionally, this information may qualify
as personal information (Pl),%¢ PII, personal
health information (PHI)*” or sensitive personal
information (SPI).%8 For example, an individual’s
habit of online browsing and shopping for kid’s
clothing through targeted ads is not PI, PII, PHI
or SPI — however, when that shopping behaviour
becomes contextual, inferred information can

be made on the identity of the individual using
that device.

— Known pseudonymity: 1) a state where
an individual operates under a pseudonym
that is consistently used across platforms
or interactions, making the pseudonym a
recognizable marker of their identity without
revealing their real name, or 2) a state where
a real name is associated with pseudonymity
for transparency and traceability.

— Tangential re-identification (TRD):
The process of re-identifying an individual by
correlating already obfuscated data — such as
pseudonyms or other anonymized identifiers
— with other types of data, like sensor data or

For longevity, technology-agnostic terms, such as
the above, must be created to enable stability as
technologies evolve.

Data processing trade-offs

Metaverse insight

Trade-offs lead to the question, “What does the balance of ownership and control look like
with regard to (in)voluntary data generation?”%® For example, an individual can control if they
click on a certain link, or navigate to a particular webpage, but they cannot control the data
generated from that click or an increase in heart rate when a loud, unexpected add pops up.

The promise of more individualized, responsive

and immersive experiences — curated from personal
data — must be carefully weighed against the

imperative to enable privacy, personal autonomy,
trust and safety.

Metaverse Identity: Redefining Identity for a Blended Reality
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While non-exhaustive, the benefits and risks of inferred data use are detailed in Table 2.

TABLE 2 | Privacy tensions continue

Benefits of inferred data

The responsible analysis and application of correlational and/or
biometric data could provide personal, novel, identity-reinforcing
experiences. For example:

— Inferred data is beneficial for the prevention of fraud or
scoring the risk of fraud occurring, and this use case is
generally supported by existing regulations.

— Inferred data can enable a more real and nuanced identity-
enabling experience — e.g. voice printing may cue a virtual
intelligent agent (VIA), like a non-playable character (NPC),
in an immersive experience to converse with a regional
dialect or accent to make interactions more familiar.

— Eye-tracking and associated data can provide real-time
insights into an individual’s engagement and emotional
states, enhancing emotive responses and non-verbal
communication for social connections.

— Neurotechnologies can offer deeper insights into cognitive
processes to unveil unknown qualities or characteristics
when paired with other feedback mechanisms, potentially
revolutionizing therapeutic interventions. For example,
neurofeedback, paired with VR, could allow therapists to
discern specific triggers for post-traumatic stress disorder
(PTSD), guiding more focused therapies.

Risks of inferred data

Conversely, the collection and handling of such intimate data
raises serious privacy concerns, and the potential misuse of
information could lead to ethical dilemmas and security threats.

— Collected data risks misuse and/or abuse. For example,
employment decisions like hiring, promotions or termination
could be influenced by inferred data about focus, energy levels
or personality traits that unfairly disadvantage certain groups.

— Aggregation of personal information could lead to data
accumulation sufficient to draw correlations across data
sets and re-identify or target individuals unknowingly.
For example:

— There is arisk that governments could use aggregated
inferred data for surveillance, monitoring dissidents or
suppressing certain groups without their active consent.

— Ifaggregated inferred data reveals insights about vulnerable
populations, they could be targeted for predatory practices
or discrimination in housing, lending, etc.

— Further, compromised biometric and neuro-data could
pose threats to national security, providing new avenues
for cyberterrorism or criminal activities. For example:

— Criminals could exploit biometric and neurological
data leaks to manipulate, blackmail or physically
harm individuals.
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s ldentification in
the metaverse

Digital ID may take new forms in the
metaverse, requiring a nuanced approach
to credentialled spaces and transactions.
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3.1

TABLE 3

Today'’s definition of digital identification —
digital ID (DID)® - stands to be a cornerstone in
metaverse identity. Just as passports and driver’s
licences validate real-world identities, metaverse
identity could grant individuals further access to
unique experiences, services and transactions.

Like internet interactions today, credentials,
verification, authentication and trust®' anchor
online interactions and transactions. As the
transition to the metaverse gains momentum, these
core identification components will undeniably carry
forward, albeit potentially in transformed capacities,
as they expand to include aspects of data,
representation and digital entities.

Digital ID and representation

Risks of fraud, impersonation and manipulation
take new forms. Voice modifications, video
deepfakes and the potential to adapt them compel
stakeholders to acknowledge a concerning reality:
in the future of the internet, seeing or hearing should
not equate to believing. Inappropriate or malicious
use of visual data — like that represented by avatars
or deepfakes — can:

Exemplified harms

1. Cause societal disruption
2. Perpetuate stereotypes
3. Promote discrimination

4. Undermine the principles
of diversity and inclusivity.

By creating an idealized character or
avatar, a nefarious party could catfish
or launch a romance scam. This could
lead to emotional harm, someone
being conned out of money, enabling
inappropriate information access or
radicalizing the target.

Impersonation of public figures or
celebrities could be used to spread
misinformation or manipulate followers.

Platforms within the metaverse redefine
“fame” in many ways, extending the
potential for impersonation harms
beyond traditional public figures to
individuals who might have influence or
recognition within digital communities.

Copying or cloning someone else’s
unique likeness without consent,
may enable identity theft and fraud.

Further, this could lead to potential
harassment, defamation or other forms
of abuse should someone’s likeness be
used inappropriately.

Identity-based crimes are not new. Beyond building
on existing frameworks, stakeholders may:

1. Augment a taxonomy of crimes® specific to the
metaverse — and consequently close identified
gaps in current legal frameworks, such as
criminalizing harms that occur in online spaces
via avatars. For example, harm risk levels may
be closely tied to the type of avatars used.
Photorealistic avatars could present higher
risks of impersonation, while fully customizable
stylized avatars could more easily be used for
stereotypical or malicious misrepresentation.
Either demands clear expectations for recourse
and redress.

2. Establish transparent processes for reporting
harms like abuse.

Metaverse insight

3. Extend protections to one’s identity and likeness
against impersonation, regardless of their level
of public recognition. Safeguards like verification
systems could help address issues like catfishing,
copyright infringement and misinformation spread
by impersonation accounts.

4. Implement enforcement thresholds for the
community, platform and subsequently law
enforcement, impersonation or other violations.

5. Implement platform-level controls and
community guidelines around the development
and use of avatars.

While preserving free expression, protections should
be explored that effectively balance authentic self-
expression with safety and integrity, based on the
type of avatar and context in question.

The level of mitigations around impersonation may vary.®® For instance, a cartoon elephant
avatar might not require the same level of scrutiny as a photorealistic or highly individualized

stylized avatar.
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3.2

TABLE 4

Description

Pros

Cons

Managing identities may involve the intricate
processes of creating, maintaining and using a
combination of credentials and assets across
platforms — potentially in a digital wallet. Ownership
and control will influence the management of
identities, while ethical considerations should guide
how identities are used, shared and represented.

Stakeholders should ponder the strategic value
of bifurcating an individual’s digital ID from their
representative presentation — keeping IDs and
forms of representation separate.

Metaverse insight

Enable all forms of digital ID and representation —
via digital entities, etc. — to be traceable back to the
legal entity.

— Enables auditing
- Promotes transparency

— Hinders privacy
— Limits voyeuristic, escapism

Stakeholders could further consider the
following solutions:
1. Imposing hybrid ID structures, such as:

a. Requiring traceable digital IDs back to a
legal entity in environments of high trust,

i.e. banking

%5
e &

Bifurcating digital ID and representation

While digital assets, like digital entities, might
visually depict various layers of an individual’'s
manifested digital self, a distinct boundary between
them could reinforce security standards. Such

a delineation guarantees that intimate data and

IDs remain shielded, separate from the mutable
universe of avatars. However, this same delineation
may create less transparent environments.

Decoupling IDs from digital assets may increase trust and enable new business models.%

Associating digital assets with digital ID trade-offs

Linked digital relationships Bifurcated digital relationships

Limit or entirely disable, an individual or entity’s to
be linked/traceable back to a singular legal entity.

— Enables privacy
— Supports voyeuristic, escapism

— Hinders auditing
— Reduces transparency

b. Not requiring traceability in low-trust
environments, i.e. video games

2. Use of trusted digital intermediaries® and digital
agents® when interacting with “unknown” or
“untraceable” individuals
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New form factors of digital ID

As the metaverse expands, it will build on existing digital ID frameworks,67:68.69.70.71.72
and it will raise net-new compelling questions and areas to explore.

Possible credential form factors (non-exhaustive)

The metaverse enables dynamic verification through real-time, inferred data.”

New inferred
data-based
credentials™

New digital asset/

avatar-based
credentials™

New presentation

formats’®

3.4

For example, an individual’s behaviours, paired with facial scanning, can be used as ongoing age
estimation or “behavioural credentials”, effectively making verification an ongoing authentication process

based on individual user conduct.

Digital representations could carry credentials. Paired with authenticity checks, a digital asset or avatar’s
distinctive attributes — whether design, presentation or behaviour — may emerge as a new-age digital

signature. However, questions remain:

— What meta-data might support the digital signature?

— How can the operator be appropriately verified? What should this type of multi-factor authentication

look like?

— Even if digital assets aren’t used as a primary form of identification, might their pairing with other
identification mechanisms enable them to be part of an individual’s credential and/or verification

in digital spaces?

Identity extends to one’s chosen form of representation. These representational forms could serve as

a secondary permissions mechanism.

For instance, a dragon avatar may only gain access to a “fantasy realm” if it meets certain criteria,
like having specific scales or another unique token, thus adding a gating layer. Questions remain:

— Should an asset have a degree of likeness to its operator for trust and authentication purposes?

— How can asset-based IDs avoid (unintentional) profiling, bias or discrimination?

— How can asset-based credentials be harmonized across multiple, potentially competing platforms?
How should metaverse identity components be standardized?

Know-your-customer in the metaverse

A pivotal factor in fostering trust will be identity
verification conducted by independent bodies.””
Determining who these bodies would be, and
establishing their credibility, will be critical. These
independent entities could be responsible for
verifying the authenticity of users’ identities,
ensuring the security and accuracy of transactions
and providing a layer of trust that is essential for
meaningful interactions and exchanges.

To reinforce trust, stakeholders should consider
the evolution of know-your-customer (KYC).”®

— Might KYC adapt for body-based’ identity?
Instead of traditional verification methods, it may
become commonplace to recognize a person’s
unique movement patterns or digital asset-
specific credentials as markers of identity.

— Might KYC adapt for interoperable spaces?
If participants are empowered to move across
platforms and spaces with their avatars, digital
wallets and associated money and objects,®°

what level of information will need to be shared
across experiences?

Might KYC adapt for representation? With
identity expanding to include digital assets,
stakeholders may set the criteria for what
representations are appropriate to use as KYC
mechanisms, based on the nature and purpose
of various virtual environments.

Might KYC incorporate visual verification
indicators? A visual verification system — and
supporting assistive accessibility applications
— could be adopted to enhance trust and
transparency in immersive environments. This
could manifest as distinct colour outlines on an
avatar, indicating that the user is the primary
human user, a guest user, a virtual intelligent
agent, NPC, etc., and has completed a KYC
verification process. This visual cue could help
users easily identify and trust verified identities,
promoting a safer interaction environment.
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Requirement for a nuanced digital
identity approach

As the metaverse matures, it could be envisioned Therefore, it's important to design a digital identity
as a public utility akin to the internet’s role today. approach that treats the metaverse as such.

Metaverse insight

Penalizing individuals who don’t wish to create digital identity profiles®" — such as by not
wishing to create social media profiles — can augment the digital divide.®?

For example, a school’'s group that is only hosted on a virtual platform may prevent a parent
from participating in their child’s school functions if that parent does not wish to create an
account on that platform — either for privacy reasons or otherwise.

When designing public and private spaces, — Are unidentified or under-identified®® and may
stakeholders should remember that mandatory be put at risk by creating a digital footprint®*
credential-based access limits accessibility.

Stakeholders should additionally consider how — Cannot access appropriate technologies

to create inclusive spaces for the following or are slow to adopt technologies

individuals who:

— Are, by choice, fully offline or partially offline
and wish to engage passively — as spectators
or consumers of mediated realities.
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Representation through
metaverse identity

Identity goes beyond pixels, emphasizing the
need for authentic and inclusive representation
to create deeper human connection.
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In both 2D and 3D - ranging from AR to VR, the
notion of “representation” is not just about pixels
and graphics; it’s a reflection of societal values,

inclusivity and the human desire for authenticity.

broaden perspectives and elevate the metaverse
from a buzzword to a transformative space for
human connection and understanding.

— As users build and curate metaverse identities, it
will be critical to define appropriate safeguards to
minimize risks such as impersonation and avoid
empowering bad actors to escape accountability.

Getting representation right in these digital realms is
pivotal because it directly impacts how individuals
perceive themselves and others in real-world and
digital environments.

Representation — through cultural norms, etiquette,
physical presentation and expression — takes on
profound significance across public and private
spaces. This is further emphasized by the blending
of digital and physical worlds and the introduction
of digital entities.

— Mistakes or biases in representation can
perpetuate real-world stereotypes, marginalize
groups, create monocultures or diminish
presence and belonging.®

— Conversely, accurate and inclusive
representation can promote empathy,

4.1 Presentation through multiple identities and spaces

The ability to adopt multiple identities tailored to different contextual
situations reflects the multifaceted nature of human identity.

TABLE 6 | Examples of identity types (non-exhaustive)

Category

Personal identity®® Public identity®” Social identitys® Professional identity®®

Description Personal identities are those Public identities are those Social identities are a Professional identities are
that are formed when no that are displayed under form of public identity a form of public identity
monitoring occurs. This observation. This includes but are contextualized but are contextualized for
includes the composition of only the qualities or for socialization within professional environments.
an individual’s true self and characteristics that an specific groups.
their unhindered thoughts, individual wishes to display
feelings and choices. within a particular context.

Design — Design diverse spaces — Collaborate with diverse — Design with the social Design with professional

considerations

and activities that can
be tailored to align
with personal values,
interests and styles.

— Enable rich forms
of expression through
avatars, creative tools
and communication
options.

— Allow user reputations,
histories and relationships
to selectively carry over
across experiences
through interoperable
design.

communities relevant
to the public space
being created.

Consider how public
norms evolve and
design systems that
can adapt.

Address challenges

of privacy, laws/
regulations and socially
accepted behaviour to
govern public spaces.
Conduct moderation

is key.

group. Ensure design
promotes inclusivity.

Encourage community
ownership, moderation
and a sense of
belonging and trust.

groups, organizations
and industry-specific
bodies.

Consider the

future of work, and
accessibility for all
levels professionally
and geographically.
Design should
respect autonomy
and individuality while
preserving privacy
and security.

Privacy compliance and
security choices should
be regularly reviewed,
updated and hardened
for identity-based data.

Diverse needs and
expectations, along
with user-based control
should be paramount.
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To enable navigating multiple identities in a blended -
digital/physical world:

Stakeholders should invest in understanding
how to enable an individual to create,
operationalize and switch between these various
identities in digital spaces while also potentially
enabling a link to a physical, tangible person for
purposes of safety and legality.

— Platforms and applications should provide
granular and flexible ways of choosing various
presentations of identities depending on which
one the audience wants to project.

Designing for multiple identities across public

and private spaces is a human-first approach.?’

Harmonizing the autonomy of personal identity

exploration with the integrity of community

standards helps create digital personae that

are authentic extensions of oneself.

— Stakeholders should invest in developing harm
and impact models that further explore the
multi-faceted nature of identity types.

4.2  Representation across realities

Metaverse insight

Avatars and other related digital assets must be thoughtfully designed to avoid exclusion
or limitation due to a lack of options for cultural representation, body type, age expression,
cultural artifacts, etc.®

|dentity is often constrained by societal norms and
physical reality limitations. However, the future of the
internet offers a flexible, fluid and dynamic space
where identity can be constructed, moulded and
changed digitally to suit an individual’s preferred
presentation and expression of self.

to enhance themselves with photo and video
filters.®® Whether in VR or in a more blended reality
through AR and MR — where a physical person
can be superimposed with computer generated
graphics, text, animations, accessories and more
— the future of the internet will enable means for
personal representation.

The internet is enabling individuals to engage

in novel, digitally enhanced ways. For example,
starting in early 2015, Snapchat enabled individuals

Representation can be photo-real or entirely
stylized, with high levels of variability.

TABLE 7 | Example of a spectrum of representations (non-exhaustive)

Fantastical Realistic
Stylized Spyro the Dragon The Legend of Zelda — Gudetama: An Eggcellent ReadyPlayerMe
Insomniac Games Links Awakening Adventure Avatars
Nintendo Netflix
|
Photo- Smaug - Ronal - The Lion King Meta — Codec Avatars —
real The Hobbit: The Desolation | Avatar: The Way of Water Disney Mark Zuckerberg®
of Smaug 20th Century Fox (courtesy of Lex Fridman interview)
MGM

This variability requires additional governance
considerations when curating experiences.
Governance considerations could include standards

and policies to community guidelines that dictate
acceptable representation and forms of expression
etc. — ranging from fantastical to realistic.
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Dysmorphia and depersonalization-derealization

The future will enable more AR and MR through
avatars, filters and associated accessorizing digital
assets. These may be a common digital extension
of oneself, allowing individuals to creatively explore
and express various facets of their identity — some
of which may not be possible in the physical world.
A lack of representation or supportive communities
where this type of creative exploration may take
place may cause harm. Additionally, unfettered
augmentation® may incidentally promote reality
dysmorphia and/or depersonalization-derealization
disorder (DPDR).%

Recent research in DPDR®" has shown feelings
of detachment in VR, where technology blurs
the lines between objective reality and virtual
reality or boundaries between a sense of self and

avatar embodiment. Some individuals might find

it difficult to integrate their online persona(s) with
their real-world self, leading to struggles in self-
perception and understanding. Virtual environments
might further reinforce or aggravate existing feelings
of unreality, contributing to a cycle that further
entrenches the disorder.

Recent discourse has shown® that AR
“beautification” filters may be promoting body
dysmorphia. While such identity presentation
options are meant to provide diversion and
entertainment, they may be exacerbating DPDR-
related issues. Further research is needed to fully
understand the relationship between DPDR and
virtual environments, particularly as technology
evolves and becomes more immersive.
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5 Digital entities
INn the metaverse

Representation, data and ID are not limited
to humans; digital entities will play a role in
the future of the internet.
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Digital entities refer to a broad spectrum of digital representations
and interactive embodiments within digital computing environments.

Metaverse insight

Digital entities may represent humans, objects, systems or abstract concepts, and are capable
of varying degrees of interaction, autonomy and behaviour within digital experiences.

FIGURE 3 | Digital entity
Digital entity Non-exhaustive spectrum of digital entities
; . ; : . _ Digital replicas: ) :
A NPCs Virtual agents: Virtual agents: Virtual agents: il Digital replicas:

influencers gardians companions digital twins

doppelganger

5.1 | What are digital entities?

Digital entities broaden the concept of identity
beyond physical individuals. Digital entities

Digital entities may represent humans via avatars,
objects via digital twins and third parties via

encompass a range from simple text-based
chatbots to complex, human-like avatars and digital
replicas like doppelgangers and digital twins.

FIGURE 4 | Digital entity relationships

Digital entity

Non-embodied entities

Embodied virtual agents (EVA)

Virtual agents
Intelligent virtual agents (IVA)

Virtual influencers

Virtual guardians

Virtual companions

chatbots. Each is capable of varying degrees of
interaction, autonomy and behaviour within digital
experiences. They are capable of mimicking
human communication and may be used as
sales assistants, corporate trainers, social media
influencers and more.

Avatar

Human-driven

Digital replicas

Virtual
doppelgangers

Character

Digital twin

Modality . Fabricated . Real person

Note: While various terminology is used across academia, industry and identity discourse, this figure represents the cascading relationships between terminology.
It is not intended to be exhaustive.
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TABLE 8

Description

Virtual agents: These
may range from

fully autonomous to
pre-programmed and
may be represented
in embodied'®* or
non-embodied forms.

Character:

Digital replicas:

Digital entities are used today: — Individuals are employing digital entities to
provide emotional engagement’® and reduce
— Companies are deploying digital entities across friction in daily activities™"%? and benefit from
organizations in business-to-customer (B2C) anthropomorphic'® agents.
and business-to-business (B2B) functions,
leading to increased sales conversions, better
customer retention, and lead generation.*®

Digital entities

The modality of virtual agents may be embodied via an avatar or may not contain a visual component
at all.

— Virtual influencers: Unlike human influencers, they are digitally generated. For example, @limiguela’®
is an Instagram influencer with over 3 million followers, Miquela posts pictures, endorses products and
interacts with followers, but she’s entirely generated. Her identity, though virtual, influences real-world
fashion and lifestyle trends.

— Virtual guardians'®: Think of a babysitter or a bodyguard. Virtual guardians are entities that
have defined responsibilities, such as interpreting aggressive behaviour or alerting individuals to
perceived dangers. Virtual guardians can also offer guidance to help inform users of potential
risky interactions/transactions.

— Virtual companions: Consider an entity that offers personalized companionship. This digital
entity might reminisce about old songs, discuss books or simply chat, providing comfort and
companionship. Anima provides a platform to enable this type of interaction.

— Virtual assistants: Virtual assistants are software applications designed to assist users in performing
tasks or services, either online or offline, by interpreting and executing commands given by an
individual. Think of Apple’s Siri or Amazon’s Alexa but that can be augmented with a human face
and gestures.'”’

— NPCs: This refers to a character within a game or a virtual environment that is not controlled by
an individual but rather by a game or environment’s programming.

A character'® represents a role or persona that can be assumed by, or assigned to, an individual.
A character represents a proxy for the individual in a digital experience like a video game or social
experience. Characters typically have pre-defined traits, characteristics, stories, etc.

Digital twin: In industrial contexts, digital twins are copies of physical assets that can be connected to
digital spaces via sensors — such as a building, machine or manufacturing line. This is intended to be a
one-to-one, sensor-driven version of oneself or one’s anatomy. Consider a replica of a human heart —
while this isn’t a complete doppelganger of oneself, it is a digital replica of a physical asset, machine or
live human system. This heart replica may be used for near-real-time information and representation of
an individual.

Virtual doppelganger: These are intended to be proxies or close replications of holistic people.

This may be an avatar that is a “digital twin-like” replica of an individual — either through photorealism,
mannerisms or knowledge expertise in a particular field. Virtual doppelgangers may provide value
through use cases such as:

— Health monitoring: A person can see potential health outcomes over time by inputting an individual’s
daily nutrition and exercise habits into the doppelganger’s simulated environment. Similarly, an athlete
may train with their virtual doppelganger to test new techniques or strategies, receiving data-driven
feedback on performance, energy use and potential for injury.

— Fashion try-ons: Before purchasing a new outfit online, an individual uses their virtual doppelganger
to try on clothes, ensuring they fit and look right before making a purchase.

— Teaching: A professor trains a virtual doppelganger on her lectures to be available on-demand to
answer ad-hoc questions and provide 24/7 lecture availability to meet student needs for alternative
learning hours.

— Immersion: A professor immerses students in art history by using replicas of famous artists.
Students may virtually stroll through historically accurate streets, interacting with artists like Botticelli
and Michelangelo, witnessing first-hand the artistic techniques and cultural nuances that defined
the period.
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5.2

Child insight

Children — who lack autonomy and legal ability to navigate digital interactions — may benefit
from digital guardians'® who can function as a guardrail.

New digital entity business models may be
augmented using generative Al tools; however,
care should be taken in initiatives that involve digital
entities. Research has shown that entities may:

— Pose significant risks when not understood
by end-users, resulting in over-trust'®

— Be exploited by adversaries''" for manipulation
and misinformation or be used for predatory
sales or advertising.''?

The promise and the peril of digital entities call for a
human-first design approach to ensure responsible,
ethical and trustworthy use of the technology and to
ensure their representation in metaverse identity is
genuine and inclusive.

Responsible digital entity design

Delving into various roles and applications of digital
entities — from virtual assistants and companions
to influencers and doppelgangers — it becomes
clear that they are more than just lines of code or
graphical representations; they are entities that
interact with, influence and, in the case of avatars,
can represent individuals.

These digital entities may be managed either directly
via human control or orchestrated through Al. This
requires special design considerations across:

1. The desired levels of autonomy and control
the creator wishes to provide or maintain over
the digital entity — either via pre-programming
or degree of output variability.

2. The expressive capabilities the digital entity
possesses — across visual representation,
actions and behaviours, conversational abilities
and emotive capabilities.

Digital entity’s capability for emotional engagement,
customization and scalability presents enormous
opportunities but also comes with ethical considerations.
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5.2.1

in depth, examining how to responsibly assimilate

Metaverse insight

Ecosystems with digital entities should represent

a wide spectrum of ages, genders, ethnicities

and even abilities. This requires an intersectional
approach that goes beyond just skin-deep
appearances. For instance, the way a digital entity
communicates — its language, tone and gestures —
should be diverse and inclusive.

5.2.2

Metaverse insight

Many organizations''®17118.11% gnd initiatives'?*'2!
have been formed to understand what responsible
Al looks like. This is increasingly important given
that digital entities are becoming ever more present
in blended physical/digital worlds, from Al-driven
customer service agents to using generative Al
models to give voice to NPCs.

This requires that stakeholders further enable Al
governance structures to consider how to:

1. Make decisions based on responsible
Al principles

2. ldentify risks and necessary policies to provide
adequate oversight and control of digital entities

Stakeholders must explore representational aspects

Designing with representation, inclusivity and access in mind

digital entities into evolving notions of identity
across blended physical and digital spaces.

Representational design choices extend to the design of digital entities'® — from embodied
virtual agents to non-embodied virtual assistants.

Moreover, to bring the benefits of digital entities

to the widest audience, stakeholders must

consider the technology access gap.''* The lack of
reasonable internet access, paired with inaccessible
enabling hardware and software, may prevent
individuals from using digital entities such as virtual
agents in the form of guardians and companions.
Stakeholders should consider how to create
accessible guardians and companions that do

not require continual internet access.

Designing digital entities with Al governance in mind

Responsible Al is a critical centrepiece to enabling digital entities in the metaverse.''®

3. Manage use case selection — determining if, when,
where and how digital entities are deployed

4. Develop, monitor and maintain underlying Al
models that may be directing the actions of
digital entities.

Additionally, stakeholders must address the public’s
ongoing concerns of transparency and verification.
Mechanisms to disclose digital entities and
authenticate their intended application and capacity
are critical for both trustworthy interactions and
successful assimilation. For example, users should
be clearly aware when they are interacting with

an Al-powered digital entity, as well as what data
processing that entity may be facilitating.
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5.2.3 | Authenticity of digital entities

Given a digital entity’s ability to interact, engage and
even influence within blended digital and physical
environments, chatbots, human-driven avatars

and Al-driven virtual agents should also be given
representational consideration to promote authenticity.

For example, influencers play a central role in
advertising globally, with brands estimated to have
invested up to $15 billion in influencer marketing by
the end of 2022."%? The appeal for companies to

TABLE 9 | Representation examples

Positive representation

Successful virtual influencers:

Lil Miguela: An American virtual influencer, with 2.8 million Instagram followers,
known for her music, style and activism. Lil Miquela has collaborated with
real-world brands and musicians and has even released her own music,
topping Spotify charts. During the pandemic, Bloomberg reported that Lil
Miquela charged $8,500 per sponsored post.'*

Lu do Magalu: A 3D virtual influencer and digital specialist at Brazilian retail
giant Magazine Luiza, with 6.5 million followers on Instagram. Lu do Magalu
primarily engages with audiences through unboxing videos, product reviews
and software tips. She has been particularly successful in Brazil.

K/DA: A virtual K-pop girl group created by Riot Games, the company behind
the popular online game League of Legends. The band comprises four
themed versions of League of Legends characters: Ahri, Akali, Evelynn and
Kai’Sa. Real-world artists voice each of these virtual characters.'?*

This opens many tangible and philosophical questions

employ influencers lies in the creator’s personal blend
of authenticity, ability to connect with others and
aspirational allure. Moreover, this meets a brand’s
desire to develop timely, authentic branding, imaging
and messaging that aligns with company policy.

The flexibility of choice when creating digital
entities and the ease of digital duplication
raise critical questions around positive and
controversial representation.

Controversial representation

FN Meka: Capitol Records signed the virtual
influencer FN Meka, developed by a start-up
called Factory New and voiced by a real artist,

to a record deal. Shortly after, Capitol Records
shelved the project, citing criticism and backlash
from black music industry professionals who said
the influencer was fashioned out of reductive
stereotypes.’?®

about the expressive and

representational nature of digital entities’ roles, responsibilities and expectations.

5.3  Accountability and digital

As blended and physical worlds come together and the
role of digital entities becomes more commonplace,
stakeholders must consider accountability of:

Metaverse insight

culpability and liability of actions.?®

entities

Proving personhood

Actions occurring around digital entities.

Standards, guidance and regulation, such as the
European Union’s Al Act, will play a critical role.

In the metaverse, accountability is a two-way responsibility — relating to answerability,

While an individual should remain vigilant of their personal interactions with digital entities,
platforms carry the responsibility to create safe environments with trusted digital entities. "
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5.3.1

5.3.2

Accountability of proving personhood

The ability to manipulate or create misinformation
through digital entities — such as chatbots'?® and
photoreal avatars'?® — raises ethical and security
concerns. These challenges underscore the
importance of robust mechanisms to verify and
validate identities. One such mechanism is the
ability to prove personhood.

Accountability and digital entities

While digital entities can offer innovative interactions
and functionalities within the metaverse, they

may commit real-world harms. Determining what
pass-through liability should translate from the
digital entity to the associated physical individual

or company is essential. Proactive measures may
require stakeholders to:

— Develop and implement frameworks for liability
should a digital entity commit a harm, e.g.
if a person’s digital replica voices slander in
a public setting.

— Develop mechanisms that unambiguously link
digital entities back to their operator and/or
creator for law enforcement responses.

Digital entities should have the means to disclose
whether it is human-driven or Al-driven.™ If human-
driven, individuals should be provided with the
assurance that the individual behind the entity is
the person being presented and not someone else
without permission. ™

This concept is vital for maintaining integrity,
trust, and accountability and reinforcing recourse
and redressability.

— Capture actions performed by Al-driven entities
to enable recourse and redress.

Stakeholders should further consider that Al-driven
digital entity operations should:

1. Be transparent and easily identifiable to other
users to maintain a level of trust and safety

2. Apply clear labelling of entities, perhaps through
visual indicators

3. Provide accessible and clear knowledge bases
to inform users of the capabilities and limitations
of Al-driven entities and set expectations for
interactions and reliability.
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¢ Education is key

Building identity literacy across digital rights,
management and security challenges
IS essential for safely navigating the metaverse.
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Metaverse insight

Individuals should stay informed regarding the technical components of metaverse identity, %2
how it can be used and the resulting consequences of how an identity is used.

As metaverse identity evolves, integrating not just
digital IDs but also a complex array of data and new
form-factors of credentials, the challenge of keeping
individuals informed becomes a monumental

task that requires multistakeholder investment

and support.

While not all individuals will need the domain
expertise of a lawyer or a data scientist, there is
an opportunity for all individuals to learn and take
accountability for their own identity. Just like in the
physical landscape today, individuals are expected
to stay aware of legal and ethical considerations
that surround their existence.

Stakeholders across the board — governments,
platforms and civil society — have a vested
interest in ensuring comprehensive education
and awareness programmes are in place.

— Clear guidelines and educational resources
should be developed to help people understand
the scope and limits of their digital rights, the
technologies driving their virtual identities and
the responsibilities that come with participating
in a digital society.

Child insight

Awareness of potential harms within the
metaverse, such as digital fraud, harassment or
exposure to inappropriate content, is crucial to
ensure individuals are well-informed and prepared.

Educating individuals on how to defend against
social engineering attacks aimed at stealing
their virtual identity, money and/or digital assets
is paramount. Simple, clear and actionable
advice on recognizing phishing attempts,
securing personal information and what steps
to take if they suspect they’re under attack or
have been compromised should be part of the
education curriculum.

Interactive tutorials, easily accessible frequently
asked questions and real-world analogies can
help demystify complex topics.

Considering the global reach of the metaverse,
these educational materials must be accessible,
multilingual and culturally sensitive to effectively
reach a broad audience.

While parental involvement can contribute to a child’s metaverse literacy, there is increased
responsibility for stakeholders — platforms and governments alike — to prioritize the digital

education of children. 33
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Conclusion

The discussions above underscore the centrality
—and complexity — of identity in the metaverse.
|dentity is not a singular construct; it encapsulates
data, representation and identification across
analogue humans and digital entities.

The stakes are high. As people navigate this new
terrain, their sense of belonging, privacy, security
and trust will be anchored to their digital identities.
A successful transition to this new metaverse

era requires more than just immersive hardware
and software; it demands a concerted effort from
stakeholders globally to rethink the notions of
identity beyond a digital ID or identity access and
management system.

Policy-makers, academics, regulators, law
enforcement and design teams must rally together
to ensure that this new realm is constructed on
the tenets of equality, inclusivity, accessibility,
authenticity and trust. Without trust, the vast
potential of this space risks being undermined.

The metaverse could be fertile ground for powerful
manipulative tactics, putting the onus on the global
community to establish robust frameworks that
not only facilitate the growth of the metaverse

but also safeguard its integrity. As the metaverse
evolves, this community issues a clarion call: the
journey ahead should prioritize human-first values,
ensuring a metaverse that is not only economically
prosperous but also a beacon of human rights,
equality and sustainability.
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